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REST DEPLOYMENT

AW-Services Used For Deployment 

• Elastic Container Registry (ECR): Used to store and 
manage Docker images for your application.

• Elastic Kubernetes Service (EKS): Managed 
Kubernetes service providing a platform for 
container orchestration and management.

Supporting Services:

• Route 53: DNS service for routing traffic to your 
application.

• Relational Database Service (RDS): Managed 
database service for storing and managing your 
application's data.

• Identity and Access Management (IAM): Service for 
managing user access and permissions.

• EC2: Elastic Compute Cloud for provisioning and 
managing virtual machines.

• Secrets Manager: Service for securely storing and 
retrieving secrets used by your application.
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REST DEPLOYMENT

AWS – Elastic Container Registry (ECR) 

Repository Name: 

• Provide a concise and descriptive name.

• Use namespaces to group similar repositories.

• Adhere to naming conventions (letters, numbers, 
underscores, hyphens, periods).

• Character limit: 2-256 characters.

Image Tag Mutability: 

• Choose between "Mutable" (tags can be overwritten) or 
"Immutable" (tags cannot be overwritten).

• Consider your tagging strategy and the need for 
immutability.

• Encryption Settings:

Encryption Configuration: 

• Default: AES-256 encryption (industry standard).

• Optional: AWS Key Management Service (KMS) 
encryption for enhanced security.

• Note: Encryption settings cannot be changed after 
repository creation.
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REST DEPLOYMENT
AWS – Elastic Container Registry (ECR) - GITHUB CI

Workflow Setup: 

- Trigger: The workflow is triggered on pushes to the "main" branch. 

- Job: A single job named "deploy" is defined. 

- Runner: The job runs on an Ubuntu-latest runner. 

Steps: 

- Checkout Repository: The GitHub Actions checkout action is used to check out 
the repository code. 

- Configure AWS Credentials: The AWS credentials are configured using secrets 
stored in GitHub. 

- Login to Amazon ECR: The aws-actions/amazon-ecr-login@v2 action is used 
to log in to the ECR registry. 

- Load Secrets from Secrets Manager: Secrets stored in AWS Secrets Manager 
are retrieved and saved to a local app.env file. 

Build, Tag, and Push Docker Image: 

- The Docker image is built using the docker build command. 

- The image is tagged with the GitHub commit SHA. 

- The image is pushed to the ECR registry using the docker push command. 

Environment Variables: 

- REGISTRY: The ECR registry URL. 

- REPOSITORY: The name of the ECR repository. 

- IMAGE_TAG: The tag for the Docker image (GitHub commit SHA).
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REST DEPLOYMENT

AWS – RDS PostgreSQL as Database

Engine Version:

• PostgreSQL 16.3-R2: The latest supported version of 

PostgreSQL for RDS.
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REST DEPLOYMENT

AWS – IAM

IAM User:

• Username: github-ci

• ARN: 

arn:aws:iam::339712865282:user/github-ci

• Console Access: Disabled

• Access Keys: Two active access keys 

(AKIAU6GDW6QBFFVEJBPQ and 

Permissions:

• Permissions Policies: Three policies attached 

to the user through a group. 

• AmazonEC2ContainerRegistryFullAccess

• EKSFullAccess

• SecretsManagerReadWrite
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REST DEPLOYMENT

AWS – Secrets Manager

For Safety Purpose We are using AWS Secrets Manager to Store 

Environment Variables
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REST DEPLOYMENT

AWS – Elastic Kubernetes Service (EKS) 

We are using EKS to contain the images that we can deploy
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REST DEPLOYMENT

AWS – Elastic Kubernetes Service (EKS) 

We need aws-auth.yaml, deployment.yaml, service.yaml for deploying to AWS-EKS
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REST DEPLOYMENT

AWS – Elastic Kubernetes Service (EKS) 

Console Commands To Use
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