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REST DEPLOYMENT

AW-Services Used For Deployment

. . . 2 Recently visited ino
* Elastic Container Registry (ECR): Used to store and

manage Docker images for your application.

Elastic Container Registry ‘ Elastic Container Service

* Elastic Kubernetes Service (EKS): Managed ‘
Kubernetes service providing a platform for ‘
B

Elastic Kubernetes Service g4 Billing and Cost Management

container orchestration and management.
Supporting Services:

* Route 53: DNS service for routing traffic to your
application.

* Relational Database Service (RDS): Managed
database service for storing and managing your
application's data.

* Identity and Access Management (IAM): Service for
managing user access and permissions.

* EC2: Elastic Compute Cloud for provisioning and
managing virtual machines.

* Secrets Manager: Service for securely storing and
retrieving secrets used by your application.
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AWS - Elastic Container Registry (ECR)

Repository Name:

Provide a concise and descriptive name.
Use namespaces to group similar repositories.

Adhere to naming conventions (letters, numbers,
underscores, hyphens, periods).

Character limit: 2-256 characters.

Image Tag Mutability:

Choose between "Mutable" (tags can be overwritten) or
"Immutable" (tags cannot be overwritten).

Consider your tagging strategy and the need for
immutability.

Encryption Settings:

Encryption Configuration:

Default: AES-256 encryption (industry standard).

Optional: AWS Key Management Service (KMS)
encryption for enhanced security.

Note: Encryption settings cannot be changed after
repository creation.

Create private repository

General settings

¥ support names
339712865282.dkr.ecr.ap-south-1.amazonaws.com/

maximum (2 minimum). The name must s with a letter and can only contain lor ers, numbers, and

Image tag mutability  Info
s he tag mutability setting to use. When tag immutability is turned on for a repository,

Mutable

Image tags can be

O Immutable
Imag a

Encryption settings

£\ The encryption settings for a repository can't be changed once the repository is created.

. You can optionally

® AES-256

Industry standard Advanced Encryption Standard (AES) encryption
O AWS KMS

¥ Management Sen

» Image scanning settings - deprecated

o | N
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AWS - Elastic Container Registry (ECR) - GITHUB CI

name: Deploy to production

Workflow Setup:

- Trigger: The workflow is triggered on pushes to the "main" branch.

s: [ "main” ]
- Job: A single job named "deploy" is defined.

- Runner: The job runs on an Ubuntu-latest runner.

Build image
ibuntu-latest

Steps:

- Checkout Repository: The GitHub Actions checkout action is used to check out
the repository code.

- Configure AWS Credentials: The AWS credentials are configured using secrets
stored in GitHub.

- Login to Amazon ECR: The aws-actions/amazon-ecr-login@v2 action is used
to log in to the ECR registry.

- Load Secrets from Secrets Manager: Secrets stored in AWS Secrets Manager
are retrieved and saved to a local app.env file.

stem --query SecretString --output text | jg -r 'to_entries|ma

Build, Tag, and Push Docker Image:

- The Docker image is built using the docker build command. S
ha }}

- The image is tagged with the GitHub commit SHA. ocker build t 4ReeT
v:‘lc-wck:er [.'JI:ISh- SRéGISTR‘r_

- The image is pushed to the ECR registry using the docker push command.
Environment Variables:

- REGISTRY: The ECR registry URL.

- REPOSITORY: The name of the ECR repository.

- IMAGE_TAG: The tag for the Docker image (GitHub commit SHA).
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AWS - RDS PostgreSQL as Database
Engine Version:

* PostgreSQL 16.3-R2: The latest supported version of
PostgreSQL for RDS.

Databases (1) ® Group resources | & ‘ Modify Actions ¥ Restore from S3 ‘

Q. Filte 5 1 &

[Z] DB identifier Status v Role Engine v Region... ¥ Size v Recommendations Curren...

banking-system-id & Available Instance PostgreSQL ap-south-1b db.tdg.mi... 3 Informational
L..__________________________________________________________________________________________________________________________________________________________________________J
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AWS - |IAM

IAM User:

* Username: github-ci R —
github-ci i

* ARN:

Summary

arn:aws:iam::339712865282:user/github-ci

ARN
IE1 am:awsiiam::33971286528 2:user/github-ci

e Console Access: Disabled

Created sole s
October 20, 2024, 13:35 (UTC+06:00) - EQBFBMVPCNE - Ac

* Access Keys: Two active access keys

G T.
(AKIAU6GDW6QBFFVEJBPQ and -
P . ° o Permissions policies (3) ‘ C | Remove Add permissions ¥
e r m I S S I o n S . Permissions are defined by policies attached to the user directly or through groups.

Filter by Type
Q, Search ‘ |Alltypas

* Permissions Policies: Three policies attached
to the user through a group.

Policy name [3

* AmazonEC2ContainerRegistryFullAccess
* EKSFullAccess

* SecretsManagerReadWrite
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AWS - Secrets Manager

For Safety Purpose We are using AWS Secrets Manager to Store
Environment Variables

s Manager Secrets banking_system

banking_system

Secret details ‘E‘ | Actions ¥

Encryption key Secret description

[0 aws/secretsmanager [0 Environment variables & Secrets for banking_system

Secret name

[0 banking_system

Secret ARN
[0 am:aws:secretsmanager:ap-south-1:339712865282:secret:banking_system-hdO0XL

Overview Rotation Versions Replication Tags

Secret value info Retrieve secret value

Retrieve and view the secret value.
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AWS - Elastic Kubernetes Service (EKS)

We are using EKS to contain the images that we can deploy

banking_system

C H Delete cluster

banking_system

¥ Cluster info info

Provider
EKS

Overview Resources Compute Networking Add-ons Access Observability Upgrade insights Update history

r endpoint OpenlD Connect provider URL Created
https://1496501B3C284BAEE7FB39026914F606.9r7.ap-south-1. https://oidc.eks.ap-south-1.amazonaws.com/id/1496501B3C284 October 18, 2024, 23:59 (UTC+06:00)
eks.amazonaws.com BAEE7FB39026914F606
Cluster ARN
Zouiile e arm:aws:eks:ap-south-1:339712865282:cluster/banking_system

LS0tLS1CRUAITIBDRVIUSUZIQOFURSOLSOtCk1JSURCVEN arn:aws:iam:339712865282:role/AWSEKSClusterRole

DQWUyZOF3SUJBZOUV3paMnRMUVRrb2t3RFFZSktvWklod
mNOQVFFTEJRQXdGVEVUTUJFROEXVUUKQXhNS2EzVmlawW % eks.6

Y
Platform version Info
w
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AWS - Elastic Kubernetes Service (EKS)

We need aws-auth.yaml, deployment.yaml, service.yaml for deploying to AWS-EKS

® deploymentyaml X

aws-auth.yaml X
eks > B

n: apps

> B aws-auth.yaml
loyment

W 1

king-system-api-deployment

banking

userarn: arn:aws:ilam:: 5282 :user/github-ci

username: github-ci
groups: banking tem-api
- system:masters

em-api

2_.dkr.ecr.ap-south-1.amazonaws.com/banking_sy m:e7; b 6 e35ad6daddBaecd

B serviceyaml X

> B serviceyaml

banking-system-api-service

: TCP

: 8880
LoadBalancer
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AWS - Elastic Kubernetes Service (EKS)

Console Commands To Use

configawsEKS:
aws eks update-kubeconfig --name banking system --region ap-south-1

connectawsEKSCluster:
kubectl config use-context arn:aws:eks:ap-south-1:339712865282:cluster/banking_system
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