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Quantum Adversarial Al in Secure loT Networks

Background & Motivation QPA Research Group

« Al-enabled IoT expands the attack surface across heterogeneous devices, communications, and security models; quantum computin
g may amplify adversarial attacks.

« Attacks manipulate training data, quantum states, models, decision boundaries, or outputs through causative, exploratory, and infere

nce techniques.

+ Resilient IoT requires coordinated quantum, post-quantum, and adversarial-Al defenses across the full computing stack.
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« Attack surface: Poisoning, backdoors, extraction, state perturbation
, decision-boundary and inference attacks

« Access levels: white-box, gray-box, and black-box

« Core defenses: Adversarial training, quantum error correction, diffe
rential privacy, and randomized encodings

« Secure communications: Post-quantum cryptography, QKD, access
control, and secure federated learning

+ Six coordinated layers improve fault tolerance, performance, and se
curity

Source: Safak et al., 2026, Fig. 9.2

GOAL: Resilient quantum-enabled 10T through coordinated attack detection, mitigation, and layered security
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