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A Machine Learning Approach To Detecting Crosstalk-induced Fidelity Degradation

Background & Motivation QPA Research Group

® Quantum multi-tenancy can enable qubit crosstalk (unintended inter-qubit perturbations) to function as a physical attack

vector for fault injection or side-channel information leakage.

® Conventional detection via calibration-heavy routines (e.g., idle tomography) or hardware interventions often incurs high
computational overhead, potentially limiting scalability for continuous, real-time cloud monitoring.

® Non-intrusive, classical machine learning techniques offers a hardware-agnostic pathway to quantify high-dimensional

structural distortions in density matrices without requiring device modifications.

Proposed Solution: QRosetta

Methods and Outcomes: 0.5131, confirming that
crosstalk leaves a statistically
learnable signature in the
density matrix.
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