Network security

The firewall provides a way to secure and control traffic in the networks. In this laboratory work we install and configure a linux based firewall in the network of Figure 1. You have to write a report from this work, where you answer to asked questions and list the commands what you needed to complete the tasks.
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 Figure 1: Structure of the network

Pretask.

Complete this task before you come to the laboratory and give it to your adviser.

Familiarize yourself with iptables (the firewall):

http://www.linuxguruz.com/iptables/howto/maniptables.html
a) What means stateless firewall? Give an example of situation where you would need it.

b) What is DMZ-zone and what it is used for?

c) In iptables packets arrive in different chains. What is the difference between INPUT and FORWARD chains?

d) What happens with following rules?

iptables –t filter -F

iptables –P INPUT DROP

iptables –A INPUT –s 192.168.0.0/24 –j ACCEPT

iptables –A INPUT –s 0/0 –j LOG

Commands and files needed in tasks.

man <cmd> 

Shows manual of the command

ifconfig

Configure network interfaces

netstat


Shows network stats

nc 


Network tool (netcat)

nano


Simple text-editor

links


WWW-client

lynx


WWW-client

/etc/init.d/<service>
Restarts and stops services

General help for completing tasks

User for computers is demo and password demo. Every computer has a ssh-daemon running, so it is possible to jump from one computer to another with it.

NB! Remove all files you made after finishing, so you don't leave answers to next groups.

Task 1. Scanning the network.

Possible attacker first scans the victim's network. Attacker is interested in all computers and services running on them. This step is performed with a tool like nmap.

a) Scan the network shown in Figure 1 from the ”hacker” host. What are the IP-addresses of computers and what services they are running?

b) Which different techniques is it possible to use in scanning and what is the difference between them? What means distributed scanning and why it is used?

Task 2. Analyzing vulnerabilities.

Vulnerabilities of the target can be analyzed tools like nessus. Scan the firewall and host “dmz”. What services they are running and what nessus warns about them?

Task 3. Iptables

Iptables is very powerful tool in linux environment, which can be used as a firewall. Iptables defines how linux kernel handels IP-packets. 

NB. commands which require root-rights must be runned with 

sudo <command>. List all commands you use.

a) What are the default packet handling rules and policy?

b) Change the policy, so that all traffic comming from external network is dropped but traffic from DMZ and internal network aren't filtered. Create rules which allow ping-request and ping-response messages. Test rules. NB. Firewall has to be stateless.

c) Create a rule which allows SSH-protocol from external network to firewall. Allow also access from external network to WWW-server situated in DMZ-zone.

d) Create a rule which allows traffic from internal network to WWW-server situated in external network. FORWARD-chain policy has to be DROP. Tip: firewall doesn't have to be stateless anymore.

e) Copy file from /usr/iptables/tehtava.sh to your home directory. There are rules in file that should allow traffic from IP 10.0.0.15 to firewall. Rules don't work, why? How do you fix it?

tehtava.sh:

sudo iptables --flush

sudo iptables -P INPUT ACCEPT

sudo iptables -A INPUT -i eth0 -j DROP

sudo iptables -A INPUT -i eth1 -j ACCEPT

sudo iptables -A INPUT -i eth2 -j ACCEPT

sudo iptables -A INPUT -s 10.0.0.15 -j ACCEPT

Task 4. Shorewall

Many firewalls use iptables as a base and gives user a higher level to configure firewall. These firewall hide the complex iptables rules and shows simplier user interface to user. One of them is shorewall. Shorewall's configure files are located in /etc/shorewall. These files can be edited for example text-editor named nano. Firewall is started with command shorewall start and it can be restarted with shorewall restart. When shorewall restarts, it also updates iptables rules.

a) What is the purpose of the masq file?

b) Create the same rules as in the task 3.

c) Configure NAT from internal network to external network. Test that rules work for example pinging host hacker from internal network and capturing packets with wireshark. Ping-request messages should have firewall's IP.

d) Configure NAT also from DMZ-zone to external network. The WWW-server in DMZ-zone can't be reach from external network anymore. Add a rule which forwards WWW-request sent to firewall to DMZ WWW-server. Make sure that rule works by connecting with WWW-client to firewall.

Task 5. IDS (Intrusion Detection System)

To the Firewall has been installed an IDS-system called snort. Stop all firewall services and start snort with command /etc/init.d/snort start. Snort generates log to file /var/log/snort. Run a command tail -f /var/log/snort/alert. Then scan internal network from external network with nmap and look at the log. Copy one of the warnings to report.
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